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Abstract

After the recent development of Voice over IP technology, this telecommunication implementation
type is now in full expansion. The democratisation of private networks tend more and more

enterprises to convert to this solution, for cost and flexibility reasons.

However, the security issues involved with VoIP suffer poor description and mitigation at the
moment. This is the basis on which this study will focus. The work undertaken has this objective: to
develop an understanding of used protocols, to analyse and study security failures. The solutions to

mitigate them are also studied.

The first part of the work is a description of VoIP protocols, like SIP and H323. The study is then
focused with SIP protocol, which is easier, more flexible and opens up opportunities for future

switched networks.

Secondly, a theoretical and detailed study of the risks in using unsecured VoIP is performed. This
study will concern deployment of VoIP on existing network infrastructures only. The different
attacks like “Denial of Service” and “Phishing”, are reviewed, and the risks encountered, are

studied, case by case.

For these security issues, the tunnelling technology will be introduced. The ways they can be
implemented, and the security that they can provide are a good solution regarding security issues

previously seen.

Following this, the third piece of work is the design of the performed study: a simulation of a
private switched network set up, with a server running a VoIP server (Asterisk software). Clients are
configured to make calls over the network, firstly within the private part of network and secondly

from another domain (simulation of a link to another private network, through Internet).

This practical phase is described point to point and the selected choices are justified regarding the

cases that the audience could encounter.

After the reading of this dissertation, the targeted audience will be aware of security issues
concerned by VoIP, and will have the required knowledge of how to avoid them. The final reflection
allows them to have their own distinctive viewpoint on the solution ; depending on the network

infrastructure.
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